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Who Am I?

e https://frankcash.github.io/

e Twitter: @hackthethings

e (Github: @frankcash
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History of Selected Ciphers

e Rotation Ciphers
e Transposition Cipher

e Nihilist Ciphers



Rotation Ciphers

e Not the First Cipher Used
e Used by Caesar

e (Common Sub-Cipher




Transposition Cipher

e Scytale Used by Greeks

e Used During Civil War

e Strengthens Weak Ciphers




Nihilist Ciphers

e Symmetric Encryption

Perhaps it is the file
which exists and
you that does not.

e Russian Nihilists (1880s)

e Soviet Spies (WWII - Cold War)
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KExample Ciphers

e Vigenere Cipher
e Route Cipher

e VIC Cipher



Vigenere Cipher

e (Complex Substitution Cipher
e Builds on Caesar Shift
e (Commonly Used in CTFs

e Utilizes a Key



Vigenere Cipher

Utilize Vigenere Table
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Row (Plaintext) -> Column
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(Ciphertext) Output = Plain(text)

Decrypting

Vigenere Table



Vigenere Cipher
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Vigenere Table



Route Cipher

e Belongs to Transposition Family

e Lots of Possible Keys



Route Cipher

e Plaintext: attack at dawn. hello world.
e Key: Descending Vertical Column.

e C(iphertext: akwll tanod tthwq adeoq calrq



VIC Cipher

e Belongs to Nihilist Ciphers
e Used by PoWs in Vietnam

e Regarded as Most Complex Hand Cipher

e (heckerboard Transposition




VIC Cipher

e Plaintext: Attack at dawn

0| 1| 2{ 3, 4| b| 6| 7| B 9

e C(iphertext: 03-01-01-03-21-27 E. |T A |ON Rl S

03-01 22-03-65-05 2B ([C |DF |GH|JdIKIL (M
olP Q7 (U |V WX Y Z

Straddling Checkerboard



ciphertext
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